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Scoil Barra Internet Acceptable Use Policy 
The aim of this Internet Acceptable Use Policy (AUP) is to ensure that pupils will benefit from learning opportunities offered by the school’s Internet resources in a safe and effective manner.  Internet use and access is considered a school resource and privilege.  Therefore, if the school AUP is not adhered to, this privilege will be withdrawn and appropriate sanctions will be imposed in accordance with Scoil Barra’s Code of Behaviour.
This AUP applies to pupils and staff who have access to and are users of the internet in Scoil Barra. Misuse of the internet may result in disciplinary action, including written warnings, withdrawal of access privileges, and, in extreme cases, suspension or expulsion. The school also reserves the right to report any illegal activities to the appropriate authorities.

Scoil Barra will deal with incidents that take place outside of the school that clearly impact on the wellbeing of pupils or staff under this policy and associated codes of behaviour and anti-bullying policies. In such cases Scoil Barra, will, where known, inform parents/guardians of incidents of inappropriate online behaviour that take place outside of school.
School’s Strategy
The school will employ a number of strategies in order to maximise learning opportunities and reduce risks associated with the Internet.  These strategies are as follows:

General
1. Internet sessions will always be supervised by a teacher.
2. Filtering software and /or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material.

3. The school will monitor pupils Internet usage.
4. Students and teachers will be provided with information in the area of Internet Safety.
5. Uploading and downloading of non-approved software will not be permitted.
6. Virus protection software will be used and updated on a regular basis.

7. The use of personal memory sticks, CDs or other digital storage media requires a teacher’s permission.  
8. Students will observe good ‘netiquette’ (i.e. etiquette on the Internet) at all times and will not undertake any actions that may bring the school into disrepute.
Content Filtering
Scoil Barra has chosen to implement the following level of content filtering on the Schools Broadband Network.

Level 4: This level allows access to millions of websites including games and YouTube but blocks access to websites belonging to the personal websites category and websites such as Facebook belonging to the Social Networking category.
Web Browsing and Downloading
1. Students will not intentionally visit Internet sites that contain obscene, illegal, hateful or otherwise objectionable materials.
2. Students will use the Internet for educational purposes only.
3. Students will not copy information into assignments and fail to acknowledge the source (plagiarism and copyright infringement).
4. Students will be advised never to disclose or publicise personal information.
5. Students will report accidental accessing of inappropriate material to their teacher.

6. Students will be aware that any usage, including distributing or receiving information, school-related or personal, may be monitored for unusual activity, security and /or network management reasons.
7. Students will not download or view any material that is illegal, obscene or defamatory or that is intended to annoy or intimidate another person.

8. Use of file sharing or torrent sites is not allowed.

9. Downloading by pupils of material or images not relevant to their studies is not allowed.
Email and Messaging
1. At this time, students do not have the option of developing and using email facilities.
2. Students are forbidden from accessing personal email in school.  
Social Media
1. The use of instant messaging services and apps including Snapchat, WhatsApp, G Chat etc. is not allowed in Scoil Barra.

2. The use of video streaming sites such as YouTube and Vimeo etc., is allowed only with the express permission of the teaching staff.
3. Staff and pupils must not use social media and the internet in any way to harass, insult, abuse or defame pupils, their family members, staff, and other members of the Scoil Barra community.

4. Staff and pupils must not discuss personal information about pupils, staff and other members of the Scoil Barra community on social media.
5. Staff and pupils must not engage in activities involving social media which might bring Scoil Barra into disrepute.

6. Staff and pupils must not represent their personal views as representative of Scoil Barra on any social medium.
Personal Devices
1. Pupils are not allowed to bring personal internet-enabled devices into Scoil Barra e.g. tablets, gaming devices and digital music players.

2. See the school’s Mobile Phone & Electronic Games Policy for details on mobile phone use.
Images and Video

1. Care should be taken when taking photographic or video images to ensure that pupils are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute.

2. Pupils must not take, use, share, publish or distribute images of others within the school setting or during school-related activities without their permission.
3. Taking photos or videos on school grounds or when participating in school activities is allowed once care is taken that no harm is done to staff or pupils of Scoil Barra.

4. Written permission from parents/guardians will be obtained before photographs of pupils are published on the school website and associated school accounts.

5. Pupils must not share images, videos or other content online with the intention to harm another member of the school community regardless of whether this happens in school or outside.
6. Sharing or showing of explicit images is an unacceptable and prohibited behaviour, with serious consequences and sanctions for those involved. 

Cyber-bullying
For details of the school’s approach to Cyber-bullying see Scoil Barra’s Cyber-bullying Policy and Anti-bullying Policy as ratified by the BOM on the 3rd of March 2014.
School Website and Associated School Accounts


1. Pupils may be given the opportunity to publish projects, artwork or school work on the Scoil Barra website and associated school accounts. Such publication of student work will be co-ordinated by a teacher.
2. Digital photographs, audio or video clips of individual students will not be published on the school website and associated school accounts.  Instead photographs, audio and video clips will focus on group activities.
3. Personal pupil information including name, home address and contact details will be omitted from school web pages.
4. Pupils will continue to own the copyright on any work published.
5. The school website and associated school accounts will be regularly checked to ensure that there is no content that compromises the safety, privacy or reputation of students or staff.
Legislation

All members of the school community are encouraged to familiarise themselves with the following pieces of legislation relating to the use of the internet.
1. Data Protection (Amendment) Act 2003

2. Child Trafficking and Pornography Act 1998
3. Interception Act 1993
4. Video Recordings Act 1989

5. The Data Protection Act 1988
Sanctions
Misuse of the internet may result in disciplinary action, including written warnings, withdrawal of access privileges and, in extreme cases, suspension or expulsion.  The school also reserves the right to report any illegal activities to the appropriate authorities. 
Ratification and Communication

The draft policy was circulated to all staff and Board of Management members and PFA Officers for review and comment.  It was then reviewed by a subcommittee involving parents, staff and Board of Management members in May 2017.  
The policy was reviewed and ratified by the Board of Management at its meeting on the 29th May 2017.

A copy of this Policy was made available to all members of Staff. Parents were made aware of the existence and availability of the policy by means of Family Note, and this Policy is also included on the Scoil Barra website at www.scoilbarra.ie.

Implementation Date:

Implementation of this policy shall commence with effect from 30/05/2017.
Timetable for review:

It is the intention of the BOM to review this policy from time to time. In this regard feedback from all members of the school community is encouraged.

Signed: 
………………………………… 


Dated: ……………………..
Paddy Staunton, Chairperson BOM



29th of May, 2017 
Re: Compliance with Scoil Barra’s Internet Acceptable Use Policy
Dear Parents/Guardians,

As part of the school’s education programme we offer pupils supervised access to the internet.

The internet allows access to educational materials within Ireland and from many parts of the world.  A large variety of source materials, information, images and computer software can be accessed rapidly.  Use of the internet allows pupils to create individual or group projects, and to share ideas and information with pupils, teachers and schools located in different parts of the world.

By developing a website of its own, a school can contribute to the total amount of available knowledge on the Internet. Such a website also allows a school to publicise its own activities and may also encourage further sharing of information through educational projects.

The Internet is a global computer network which is not controlled by any organisation.  This means that information may change, disappear and be controversial or potentially harmful.  Although the school actively seeks to promote safe use of the internet, it recognises the possibility that students may accidentally or deliberately access objectionable material.

Usage of the internet therefore requires responsibility on the part of the user and the school.  These responsibilities are outlined in the school’s Internet Acceptable Use Policy (AUP).  For the reasons stated above, it is important that the attached permission form is signed by parents/guardians.
We appreciate that parents and guardians are responsible for setting and modelling standards that their children should follow when using media and information sources.  To that end, the school supports and respects each family’s right to decide whether or not to allow access to the Internet as defined by the school’s Internet Acceptable Use Policy.

Yours sincerely

Donal O’Sullivan

Principal.

Internet Compliance Form
Please complete this form and return to the Class Teacher.
Name of pupil: ___________________  


Class: _____________________

Parent

As the parent or legal guardian of the above pupil, I have read the Internet Acceptable Use Policy and grant permission for my son/daughter to access the internet.  I understand that internet access is designed for educational purposes.  I also understand that the school cannot be held responsible if pupils access unsuitable websites, but that every reasonable precaution has been taken by the school to provide for online safety. I will encourage my child to use the school internet in a safe, respectful and responsible manner.
Parent/Guardian signature: …………………………  
 Date: ………………….
School Website and Associated School Accounts 
I understand that, if the school deems it appropriate, my child’s school work may be chosen for inclusion on our school website and/or associated accounts.  My child’s picture may also be published on the school website and/or associated accounts.  No personal details will be given with the pupil’s pictures.  

 Please sign to confirm that you are aware of this:

Parent/Guardian Signature: __________________ Date: ________________
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